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You might know me from

Coding Stephan -¢: Projects  Search ® (i F

https://svrooij.io

Software developer specialized in API security. Microsoft MVP in Security and Graph since

Stephan van Rooij

October 2022 and public speaker.

Microsoft Graph Dependency issues

Hacking at Scottish Summit

Fido2 showdown: Security key form factors




Or from #3789

. ¥ Ramses Sanchez-Hernandez (ramsessanchez) approved these changes 2 weeks ago View reviewed changes

Contributor

Thank you Stephan van Rooij (@svrooij) , this is amazing restructuring to achieve full isolation.

approving, passed on test build #3791

© (&) #3

https://github.com/microsoftgraph/msgraph-sdk-powershell/pull/3789




Polls D

| have some polls, use the Emote button
to respond




Ever had this error?

PS C:\Users\StephanvanRooij> Connect-ExchangeOnline
Error Acquiring Token:
System.NullReferenceException: Object reference not set to an instance of an object.

at Microsoft.Identity.Client.Platforms.Features.RuntimeBroker.RuntimeBroker..ctor(CoreUIParent uiParent, ApplicationC
onfiguration appConfig, ILoggerAdapter logger)

at Microsoft.Identity.Client.Broker.BrokerExtension.<>c.<AddRuntimeSupport>b__3_0(CoreUIParent uiParent, ApplicationC
onfiguration appConfig, ILoggerAdapter logger)

at Microsoft.Identity.Client.PlatformsCommon.Shared.AbstractPlatformProxy.CreateBroker(ApplicationConfiguration appCo
nfig, CoreUIPg3 n

at Microso
Cancellation

at Microso
nToken)

at Microsoft.Identity.Client.Internal.Requests.InteractiveRequest.ExecuteAsync(CancellationToken cancellationToken)

at Microsoft.Identity.Client.Internal.Requests.RequestBase.<>c__DisplayClassll_1.<<RunAsync>b__1>d.MoveNext()
—-—— End of stack trace from previous location ——-

at Microsoft.Identity.Client.Utils.StopwatchService.MeasureCodeBlockAsync(Func'l codeBlock)

at Microsoft.Identity.Client.Internal.Requests.RequestBase.RunAsync(CancellationToken cancellationToken)

at Microsoft.Identity.Client.ApiConfig.Executors.PublicClientExecutor.ExecuteAsync(AcquireTokenCommonParameters commo
nParameters, AcquireTokenInteractiveParameters interactiveParameters, CancellationToken cancellationToken)

rquests.InteractiveReque (String brokerInstallUrl,

bquests.InteractiveReque ellationToken cancellatio

I

at Microsoft.Exchange.Management.AdminApiProvider.Authentication.MSALTokenProvider.GetAccessTokenAsync(String claims,
String cmdletId)




Assembly Load Context



Assembly Load Context

"PowerShell 6+

mResponsible for loading other dlls
"One Shared Assembly Context

" ookup by name

(and minimum version)



Issues with Assembly Load Context '~

"higher version # compatible

" Module code cannot be certain of
specific version



Custom Assembly Load Context ~~_

1. Create IModuleAssemblylnitializer
2. Create custom AssemblyLoadContext

3. Connect custom loader to
AssemblyLoadContext.Default.Resolving



Is it that easy?

199 for yes ‘ @ for NO!

& for
tell me more
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Some rules



1 Commandlets go in
s Default Assembly context!
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2 Commandlets can only output
s PowerShell types




Commandlets can only output
PowerShell types Mmm

switch (OutputType)

case QutputType.HashTable:
responseString = await response.Content.ReadAsStringAsync();
ar hashTable = responseString.ConvertFromlson{true, null, out error);
ThrowIfError(error);
WriteObject(hashTable);
break;
case QutputType.PS0bject:
responseString = await response.Content.ReadAsStringAsync();
ar psObject = responseString.ConvertFromlson(false, null, out error);
ThrowIfError(error);
WriteObject(psObject, true);
break;

case QutputType.HttpResponseMessage:

WriteObject(response);
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External dependencies
s go in a seperate assembly




External dependencies >
go in a separate assembly i e

v [ Authentication.Core
v [ Extensions
[} HttpRequestMessageExtensions.cs
v | Http
] AuthenticationHandler.cs
GraphHttpClientFactory.cs

Constants.cs
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You cannot call the
s loader directly




You cannot call the >

| PSCONE.EU

loader directly Minie

private static Type InitializeIsolatedlLoadContext()

{

string loaderPath = Path.Combine(s psEditionDependencyFolder, LoaderAssemblyFileName);
if (!File.Exists(loaderPath))
{

throw new FileNotFoundException(

$"The Microsoft.Graph.Authentication module is incomplete: °{loaderPath}’ was not found.”, loaderPath);

Assembly loader = Assembly.loadFrom(loaderPath);

Type initializer = loader.GetType(LoaderInitializerTypeName, throwOnError: true);

MethodInfo initialize = initializer.GetMethod("Initialize", BindingFlags.Public | BindingFlags.Static, null, new[] { typ
initialize.Invoke(null, new object[] { s_dependencyFolder, s psEditionDependencyFolder })};

return initializer;




The loader must be
® a separate assembly




The loader must be >
a separate assembly i

Authentication.Loader
GraphAssemblyl oadContext.cs
GraphLoadContextinitializer.cs
Microsoft.Graph.Authentication.Loader.cspro

README.md




Setup how module
is imported




Code @

2 START-DEMO




Setup how module is imported

<
Mini@Ty

1. Microsoft.Graph.Authentication.Loader is loaded
and initializes private load context

2. Microsoft.Graph.Authentication is imported

3. Microsoft.Graph.Authentication.Core loads
into private context when needed

4. When needed Core dependencies
are loaded into the private context

5. Newtonsoft.Json is always loaded from default context




PSCONF.EU

Microsoft.Graph.Authentication.Loader <

Mini

by ¥ main ~ msgraph-sdk-powershell / src / Authentication / Authentication / Microsoft.Graph.Authentication.psm1 (&

@ svrooij Completely isolating Microsoft.Graph.Authentication to never have dep... o

Blame | 49 lines (44 loc) - 2.47 kB- ()

= PowerShell 7+ set up the isolated AssemblyloadContext *before* the module dll is loaded, s
# M o its
# defau ) ; conflic
# dependenci loaded with Assembly.
$DependencyFolder = Join-Path $P55criptRoot 'Dependencies’
if ($PSEdition -eq 'Core") {
$CoreDependencyFolder = Join-Path $DependencyFolder "Core’
fLoaderPath = Join-Path $CoreDependencyFolder 'Microsoft.Graph.Authentication.lLoader.dll’
if (Test-Path -LiteralPath $LoaderPath) {
$null = [System.Reflection.Assembly]: :LoadFrom(%lLoaderPath)
[Microsoft.Graph.PowerShell.Authentication.lLoader.GraphlLoadContextInitializer]: :Initialize($DependencyFolder, $CoreDependencyFolder)




Importing module

# Load

$ModulePath = (Join-Path $PSS5criptRoot "Microsoft.Graph.Authentication.dll”)
$null = Import-Module -MName $ModulePath




..Authentication.Core is loaded

when needed Mini@

nrivate static Assembly OnDefaultResolving(AssemblyloadContext defaultContext, AssemblyName assemblyMName)

1

f Only the engin

(i £

assembly is bridged into the default con

m
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e that Core needs is
resolved by GraphlAssemblyloadContext.lLoad and stays invisible to other modules.

(] &)

if (!string.Equals{assemblyName.Name, CoreAssemblyName, StringComparison.OrdinallgnoreCase))
return null;

var context = s context,

if (context == null)

return null;

string path = context.ResolveManagedPath(assemblyName.Name);

return path != null ? context.lLoadFromAssemblyPath{path) : null;




' [>
Core dependencies
protected override Assembly lLoad(AssemblyName assemblyName) Mi;;/m

{

if (s_sharedAssemblyNames.Contains(assemblyName.Name))

so type identity is preserved across the boundary.

return null;

string path = ResolveManagedPath(assemblyName.Name);
if (s_trustedPlatformAssemblies.TryGetValue({assemblyName.Name, out string runtimePath))

runtime copy must win so that types such a

the module may

intentionally ship a n

/7.4 which only

bundle &6.x/8.x)

opy cannot satisfy the reference, so prefer the module's assembly whe

path == null || !ModuleAssemblyIsNewer(path, runtimePath))

return null;

return path != null ? LoadFromAssemblyPath({path) : null;




</ summary >

ivate static readonly HashSet<string:> s sharedAssemblyMNames = new HashSet<string>(5tringComparer.0OrdinallgnoreCase)

"Newtonsoft.Json™,
"System.Management.Automation”,
"Microsoft.PowerShell .Commands.Utility™,
"Microsoft.PowerShell.Commands.Management™,
"Microsoft.PowerShell.Security”,
"Microsoft.PowerShell . ConsoleHost"™,
"Microsoft.Graph.Authentication™,

"Microsott.Graph.Authentication.lLoader”,




Q&A Mini@

Raise hand
and come to the Q&A area




Stephan van Rooij

[m] 3 [m]
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